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1. INTRODUCTION

The widespread adoption of IoT devices has significantly expanded the attack surface of
modern networked systems. Smart cameras, industrial sensors, programmable logic controllers,
smart-home devices, residential routers, and edge gateways continuously generate network flows
that contain security-relevant behavioral traces. At the same time, many IoT devices have limited
computational resources, irregular software-update cycles, weak security configurations, and
heterogeneous deployment contexts. These characteristics make IoT environments attractive targets
for network scanning, vulnerability exploitation, device compromise, botnet propagation, and

The rapid proliferation of the Internet of Things (IoT) has
increased the demand for intrusion detection systems (IDSs)
capable of learning from multiple distributed data domains
without centralizing sensitive network traffic. Federated
learning is a suitable paradigm because it enables edge
gateways, organizations, or administrative domains to train
local models and share only model updates. However, real-
world IoT environments do not satisfy the ideal assumptions of
conventional federated learning. Device-level data are often
non-independent and non-identically distributed (non-I1ID),
network behavior evolves over time, and some devices or
gateways may be compromised and may send malicious
updates. This paper proposes ZTA-FedGuard, a dynamic trust-
weighted federated learning framework based on Zero Trust
principles for IoT intrusion detection. The central idea of ZTA-
FedGuard is that no model update should receive implicit trust
by default. Each client update must be continuously evaluated
by geometric consistency, robust update-norm deviation, and its
impact on a trusted calibration buffer. The resulting anomaly
score is converted into a dynamic trust value and used in a
gating mechanism to restrict or remove the influence of
suspicious clients before aggregation. Unlike robust aggregation
methods that rely mainly on coordinate-wise statistics, ZTA-
FedGuard introduces the concept of least aggregation privilege
into federated learning, thereby turning each training round into
an access-control process over the global IDS model. The paper
presents the threat model, mathematical formulation,
algorithmic design, security analysis, deployment requirements,
limitations, and future research directions. The work is
positioned as a methodological and theoretical contribution
focused on threat modeling, secure aggregation control, and
deployability in adversarial loT environments.

distributed denial-of-service campaigns.
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Modern network intrusion detection systems increasingly rely on machine learning to
recognize abnormal traffic behavior. Traditional centralized training requires packet traces, flow
records, or endpoint logs to be collected into a central data repository. In practice, this approach
faces substantial barriers because network data may reveal user behavior, internal addresses,
business processes, infrastructure configuration, or compliance-sensitive information.
Communication overhead and cross-organizational data ownership further reduce the feasibility of
raw-data sharing.

Federated learning partially addresses these limitations by enabling multiple clients to train
models on local data and send only model updates to an aggregation server. FedAvg was introduced
as a communication-efficient aggregation mechanism for decentralized data; the original
formulation explicitly recognizes that edge-device data can be sensitive, large-scale, unbalanced,
and non-1ID [8]. In cybersecurity, federated learning is particularly attractive because it preserves a
degree of data locality while enabling shared learning across multiple observation domains.

Nevertheless, replacing centralized training with federated learning does not automatically
produce a secure IDS. First, [oT traffic is strongly non-IID. An IP camera, an industrial controller, and
a residential router may observe different protocols, packet sizes, connection frequencies, and attack
patterns. Second, IoT behavior is not static. Firmware updates, device replacement, new cloud
services, seasonal usage patterns, and adaptive adversarial tactics can all cause concept drift. Third,
federated learning creates a new attack surface: compromised clients can poison local data, flip labels,
amplify gradients, or send carefully crafted updates intended to bias the global model. Prior work on
poisoning attacks against federated-learning-based IoT IDSs shows that the distributed learning
process itself can be exploited if the aggregation server over-trusts registered clients [5].

This paper argues that the design of federated IDSs for IoT must move from the assumption
that “registered clients are trustworthy” to a posture in which model updates are untrusted by
default. The Zero Trust Architecture described in NIST SP 800-207 emphasizes the removal of
implicit trust based on network location and its replacement with continuous evaluation of subjects,
assets, and resources [7]. When this principle is mapped to federated learning, each model update
can be viewed as a request to access and modify the global model. The server should not grant
aggregation influence merely on the basis of client identity or participation history. Instead, it must
verify, score, and constrain the influence of every update in every communication round.

The contributions of this paper are threefold. First, it formalizes a zero-trust threat model for
federated-learning-based IoT intrusion detection in which clients may be statistically
heterogeneous, partially poisoned, and time-varying. Second, it proposes ZTA-FedGuard, a
dynamic trust-weighted aggregation mechanism that combines three signal groups: update-direction
deviation, robust update-norm deviation, and impact on a trusted calibration buffer. Third, it
analyzes the security properties, deployment conditions, limitations, and future research agenda of
the proposed framework as a conceptual and methodological contribution to secure collaborative
intrusion detection.

2. RELATED WORKS

2.1 Machine-learning-based intrusion detection in IoT environments
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An intrusion detection system aims to identify network behaviors that may violate security
policy. In IoT settings, an IDS must often process high-volume traffic, heterogeneous device behavior,
and resource constraints. Recent surveys on machine-learning-based IDSs emphasize that an effective
system should not only achieve high accuracy but also reduce false alarms, detect novel attack variants,
adapt to environmental changes, and remain deployable under operational constraints [2].

A central challenge in IoT intrusion detection is the gap between benchmark data and
distributed operational data. In real deployments, each gateway observes only a narrow slice of the
traffic space. Data at one client may consist primarily of camera flows, data at another client may
reflect industrial sensors, and data at a third client may describe an unstable residential network.
Consequently, models trained under centralized or IID assumptions may underestimate the
difficulty of distributed deployment. Common challenges include class imbalance, rare traffic
events, behavioral drift, incomplete labels, and delayed feedback from security analysts.

2.2 Federated learning for intrusion detection

Federated learning is viewed as a privacy-preserving collaboration mechanism because raw
data do not need to leave local domains. In the IDS problem, a client may be an IoT gateway, an
edge server, an organizational branch, or an independent operational domain. The aggregation
server coordinates learning by distributing the global model, receiving local updates, and
aggregating those updates into a new global model. The goal is to exploit distributed security
knowledge without directly collecting sensitive traffic or logs.

FedAvg is the foundational aggregation mechanism in federated learning. In the original
formulation, the server computes a data-size-weighted average of local model parameters, and
McMahan et al. explicitly motivate the method for decentralized data that may be sensitive, large-
scale, unbalanced, and non-IID [8]. A delta-update expression is often used as an algebraically
equivalent implementation view when Ay, = wy.21 —w,, but it should not be confused with the

original parameter-averaging notation. FedProx extends this setting by adding a proximal

, to each client’s local objective; this term restricts excessive

regularization term, f/2|lw — w,|

drift from the current global model and permits clients to perform variable or partial local work
under system and statistical heterogeneity [9]. In IoT intrusion detection, these approaches enable
learning across multiple domains, but they still leave open a critical security question: should the
server assume that returned updates are honest?

In cybersecurity settings, a client is not only a data source but also a potentially compromised
entity. A compromised gateway may submit a malicious update while retaining a valid identity.
Therefore, federated IDS design must jointly address two objectives: preserving data locality and
protecting the integrity of the learning process. If the second objective is neglected, the global model
may become a propagation point for corrupted behavior throughout the defense system.

2.3 Poisoning attacks and robust aggregation

Poisoning attacks manipulate the learning process to bias the resulting model. In federated
learning, poisoning can occur at either the data level or the model level. At the data level, a
malicious client may flip labels, inject noisy samples, or insert trigger-bearing samples. At the
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model level, the client may submit amplified, reversed, or optimized updates designed to evade
defense mechanisms. For IDSs, poisoning is especially dangerous because a biased model may miss
attack traffic and create a persistence window for adversaries.

Robust aggregation mechanisms have been proposed to reduce the influence of Byzantine
clients. Krum does not perform a simple majority vote; it selects a single update whose sum of
squared distances to its n — f — 2 nearest neighboring updates is minimal, where f denotes the

assumed upper bound on Byzantine clients. Multi-Krum generalizes this idea by selecting a subset of
such updates before averaging [10]. Coordinate-wise Median and Trimmed Mean rely on robust
coordinate-level statistics to reduce the influence of outliers [11]. Other approaches use divergence-
based or robust-estimation techniques to constrain anomalous updates [13]. However, these
mechanisms often assume that malicious updates are statistically distinguishable from honest updates.

The limitations of purely statistical robust aggregation are pronounced in non-I1ID IoT IDS
environments. An honest client observing a rare device type may produce an update that differs
from the majority. Conversely, an adversarial client may craft an update that remains close to the
statistical center while still degrading detection for a targeted attack class. Thus, reliance on a single
statistical criterion can create two risks: discarding legitimate minority-domain signals or accepting
well-camouflaged malicious updates.

2.4 Zero Trust as a design principle for federated learning

Zero Trust Architecture is not a single product but a security design principle. NIST SP 800-
207 defines Zero Trust as an approach in which no subject or resource is implicitly trusted merely
because it resides inside a network perimeter; every access request must be continuously evaluated
according to context, policy, and risk state [7].

Applying this principle to federated learning leads to a different perspective: a model update
1s an action that can influence a critical asset, namely the global IDS model. If an update is
aggregated, it may change decision boundaries and affect the entire defense system. Accordingly,
the right to influence the global model should be managed as a security privilege. Each client
should receive only the amount of influence justified by its current trust state, and that trust state
must be recomputed in every communication round.

In ZTA-FedGuard, a local update is treated as an access request to the global IDS model.
The server grants only a bounded amount of influence after evaluating geometric consistency,
statistical deviation, and impact on a trusted calibration buffer. This interpretation transfers the Zero
Trust concepts of continuous verification, least privilege, and risk-adaptive access control into the
aggregation layer of federated learning.

3. PROPOSED METHODOLOGY
3.1 Problem statement and threat model

Consider a federated IDS consisting of an aggregation server and a set of edge clients
indexed by k. Each client k owns a local flow-record dataset Dy = (x;y;), where x_i is a feature

107
Email: sjttu@tqu.edu.vn



SCIENTIFIC JOURNAL OF TAN TRAO Volume 12, Issue 2 (April, 2026)

vector and y; € 0,1 denotes benign or attack traffic. The objective is to learn a global classifier

parameterized by w, without transmitting raw records from clients to the server.

In each communication round t, the server sends the current model w t to the selected
clients. Each client performs local training and returns a local model or an equivalent update. In the
original FedAvg notation, the global model is obtained as the data-size-weighted average
Wes1 = Deer (M /M)Wy 51, where n = Zjegn;. The delta-update form shown below is an equivalent

rewrite used in this paper for security scoring because Ay = Wypsq — Werdy ..
T — T K K
Wegp = We + Ik=1("]k."r£;1'=1?1_;'}ﬂk,r

where ny is the number of local samples at client k and 4. denotes the local model
displacement relative to w,. This delta notation is therefore an implementation-level representation,

not a replacement of the original FedAvg parameter-averaging definition. The critical security
assumption remains the same: returned client contributions are presumed sufficiently trustworthy to
be averaged according to data size. In adversarial IDS environments, this assumption is unsafe
because a malicious client may submit 4. that does not reflect honest optimization over local

traffic data. 4 :

This paper considers four practical assumptions. First, data across clients are non-IID
because each gateway observes different devices, protocols, and behavior patterns. Second, a subset
Ac1,..,K of clients may be malicious or poisoned. An adversary may flip local labels, inject
misleading samples, amplify updates, or optimize updates to reduce model reliability. Third, the
server maintains a small trusted calibration bufferD.. This buffer is not used for centralized training;

it is used only to evaluate update impact and tune deployment sensitivity. Fourth, the adversary
does not control the aggregation server and cannot modify the trusted calibration buffer.

The defender’s objective is to maintain stable detection capability while limiting the
influence of suspicious clients. Unlike ordinary classification, IDS deployment must balance missed
attacks and false alarms. Missed attacks create persistence opportunities for adversaries, whereas
excessive false alarms reduce analyst trust and overload operations. Therefore, the aggregation
mechanism must account for both statistical accuracy and operational security context.

3.2 Overview of ZTA-FedGuard

ZTA-FedGuard is built around three principles: continuous verification, least aggregation
privilege, and dynamic trust with decay and recovery. Continuous verification means that every
client update is scored in every round, regardless of whether the client previously participated
legitimately. Least aggregation privilege means that even accepted clients influence the global
model only according to both data size and trust weight, rather than receiving unconditional
aggregation authority. Dynamic trust means that suspicious behavior reduces future influence, while
consistent behavior can gradually restore influence over time.
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ZTA-FedGuard: Zero-Trust Dynamic Trust-Weighted Federated IDS

Zero-trust update verification Dynamic trust control

Trust
update gating
Trust-weighted
aggregation

Decision-threshold threshokd Calibrated
calibration global IDS

Zero-trust principle: no client update receives implicit trust; every round applies verification, trust scoring, gating, and calibrated deployment.

IoT / edge
clients
(non-IID; some poisoned)

Local update
collection

Global IDS
model w_t

Protected calibration buffer trusted buffer
verified benign/attack flows

(no centralized training)

Figure 1: Architecture of ZTA-FedGuard

The aggregation server verifies each update through geometric consistency, update-norm
deviation, and calibration-buffer impact. It then updates client trust, performs zero-trust gating,
aggregates accepted updates by trust-weighted influence, and calibrates IDS thresholds for deployment.

3.3 Multi-signal update scoring

In round t, the server receives local updates 4 :,...,4x:. The first signal is geometric

inconsistency. The server computes a robust update center m_t, which can be implemented as the
coordinate-wise median of updates, and then measures cosine-based deviation:

582 = |1 — cos(dy,,m, )|

This signal detects updates whose direction deviates from the majority. In poisoning attacks,
the adversary often needs to push the model in a direction that weakens the decision boundary;
therefore, update direction is an important indicator. However, under non-IID data, an honest
update may also deviate in direction if the client observes rare behavior. ZTA-FedGuard therefore
does not use this signal alone to reject clients.

The second signal is robust update-norm deviation.Let i = |Ax.|. The server computes a

robust z-score using the median absolute deviation (MAD):

Spem = |(1r';{Jr - TIlE‘diﬂTl{:’I}}) /(14826 - MAD(r) + '5“3'|

This signal identifies unusually large updates and is especially useful against update
amplification or model-replacement attacks. The factor 1,4826 is approximately 1,/€71(3/4), where

@ is the cumulative distribution function of the standard normal distribution; it makes MAD a
consistent estimator of the standard deviation when the underlying update distribution is close to
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normal. In non-IID IoT settings, however, update distributions may be skewed, heavy-tailed, or
multimodal, so this constant should be treated as a calibration heuristic rather than a universal
statistical guarantee. The € term prevents division by very small values. Importantly, update norm is
not interpreted as absolute evidence of maliciousness but as one component of an overall risk score.

The third signal is impact on the trusted calibration buffer. Let L{w; D.) denote the loss on

the calibration buffer. The server evaluates whether applying an update increases this loss:

ste* = max (0,L(we + 4e: D) = Lwes D))

The calibration buffer is not a centralized training dataset. It is a small set of verified
samples that serves as a consequence-testing anchor. This design is consistent with Zero Trust
thinking: regardless of what a client claims about its data, the server evaluates the effect of the
update on a trusted reference set.

The combined anomaly score is computed as a bounded weighted composition:

Spe = aSE + ftanh(SP2™ /3) + ytanh(S515%/3)

where o + §+ ¥ = 1. These weights are policy parameters and can be configured according to
the environment. A system that prioritizes resistance against direction-shifting attacks may increase
a, whereas a system with a high-quality calibration buffer may increase y. The bounding function
limits the influence of extreme values and prevents a single signal from dominating the entire
decision.

3.4 Dynamic trust and zero-trust gating

Each client has a trust value T € [0,1]. At initialization, clients should not receive absolute

trust; instead, they should be assigned a moderate trust value to reflect the principle of no default
trust. After scoring, trust is updated as:

Tpe = ATge—1 T (1- «1](1 - Sk..r}

where A € [0,1]controls system memory. If A is large, trust changes slowly, reducing
responsiveness to sudden attacks. If A is small, the system responds quickly but may become
sensitive to legitimate fluctuations. Selecting A is therefore a policy decision that depends on the
volatility of the [oT environment.

A client is admitted into the aggregation set G t only if it satisfies the minimum trust
threshold and its current anomaly score does not exceed the policy threshold. The ZTA-FedGuard
aggregate update is defined as:

ﬂfm = Zieg ['['-”ka,r+1}f(EjEGr”jTj,r+1 ]ﬂk,r

This formulation limits the influence of suspicious clients without necessarily removing
them permanently from the system. This property is important in non-IID environments, where
honest clients may temporarily appear anomalous because of device changes, operational events, or
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rare but legitimate traffic. Trust recovery allows a client to regain influence if later updates become

more consistent

with the security policy.

3.5 Algorithmic summary

The ZTA-FedGuard workflow can be summarized as a sequence of zero-trust operations in

which every training round is treated as an access-control process over the global IDS model.

Table 1. Operational Steps and Zero Trust Interpretation of the Proposed

Step Operation Zero Trust Interpretation

1 The server distributes the current | Clients receive only the resources needed
global IDS model to clients. for local training.

5 Clients train on local data and | Raw network traffic remains inside local
submit updates. administrative domains.

3 The server computes cosine, norm, | Every update is verified; client identity
and loss-impact scores. alone is insufficient for trust.

4 Th? server updates trust and applies Trust is neither implicit nor permanent.
gating.

5 Accepted updates are aggregated by | Least aggregation privilege constrains
trust-weighted influence. suspicious influence.

6 IDS thresholds are calibrated by | Deployment sensitivity is adjusted to
trusted calibration data. operational requirements.

The algorithm can also be represented in terms of inputs, verification, scoring, gating,

aggregation, and output.

Table 2. Functional Components of the Proposed Trust-Aware Federated Learning Algorithm

Component Description
Input Global model w_t, update set Ay, local data sizes n. trust values 7.
npu N

P and trusted calibration buffer D..

Verification Compute 552, 522, and 515 for each client.
Scoring Compute 5;; using a weighted and bounded composition.
Trust update Compute 73 ;. using dynamic memory.

. Retain only clients whose trust is sufficiently high and anomaly score
Gating .

sufficiently low.

Aggregation Compute 4274 using trust-weighted aggregation.
Output Update w; ., = w; + 47 and store the new trust ledger.

3.6 Role of the trusted calibration buffer
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The trusted calibration buffer distinguishes ZTA-FedGuard from many purely statistical
aggregation mechanisms. In operational IDSs, this buffer can be built from analyst-verified alerts,
high-confidence benign flows, attack samples from honeypots, analyzed incident records, or
controlled internal test data. The buffer does not need to be large, but it should be diverse and
strongly protected.

The main risks are staleness, bias, and poisoning of the buffer itself. If the buffer represents
only one device type, honest updates from clients observing other devices may be unfairly
penalized. Therefore, the buffer should be periodically audited, refreshed in response to concept
drift, and managed through a dedicated security process. Architecturally, it should be treated as a
high-value security asset because it directly influences the trust-scoring mechanism.

4. RESEARCH RESULTS
4.1 Security analysis

ZTA-FedGuard strengthens resistance to poisoning by requiring an adversary to pass
multiple checks simultaneously. A malicious update must not only remain directionally close to the
robust center but also keep its norm within a normal range and avoid degrading performance on the
trusted calibration buffer. This increases the adversary’s optimization cost compared with defenses
based on a single statistic.

For update-amplification attacks, the norm signal is particularly important. An update with
abnormal magnitude increases 5;/7™", leading to reduced trust. For attacks that shift the decision

boundary while maintaining moderate magnitude, the cosine and loss-impact signals provide
complementary detection capability. For temporarily poisoned clients or clients that become
unusual because of legitimate environmental changes, dynamic trust helps avoid premature
permanent exclusion.

ZTA-FedGuard is not a complete defense against every federated-learning attack. An adaptive
adversary may attempt to craft updates that stay near the statistical center, maintain a normal norm,
and evade the trusted calibration buffer simultaneously. Semantic backdoor attacks may also be
difficult to detect if the trigger is absent from the calibration buffer. In addition, if malicious clients
form a majority or collude to reshape the robust center, geometric signals may be weakened.

Another risk is privacy leakage from model updates. Federated learning reduces the need for
raw-data sharing, but it does not automatically guarantee absolute privacy. Gradients or parameters
may still be analyzed through membership inference or data-reconstruction techniques. Privacy
protection must therefore be integrated carefully. Standard secure aggregation prevents the server
from observing individual client updates; as a result, it conflicts with the per-client cosine, norm,
and loss-impact scoring required by ZTA-FedGuard. In high-assurance deployments, this conflict
must be resolved explicitly through secure-verification mechanisms such as verifiable computation,
zero-knowledge proofs, trusted execution environments, or secure aggregation variants that expose
only policy-approved scoring evidence. Differential privacy may also be used, but its noise budget
must be evaluated against IDS sensitivity. This layered design is consistent with the broader
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direction of Zero Trust for collaborative Al, where privacy, continuous authentication, and privilege

control are treated as foundational requirements [3].

4.2 Methodological comparison

The following table summarizes the conceptual differences between ZTA-FedGuard and

several common aggregation approaches. The comparison focuses on design mechanisms and does

not imply an empirical performance ranking.

Table 3. Evaluation of Federated Aggregation Methods under Non-IID

. o Limitation in Non-11D
Method Aggregation Principle Strength 10T IDS
Simple.  communication- Sensitive to malicious or
Data-size-weighted pre, .| amplified updates
. efficient, and grounded in . .
FedAvg averaging of  local . . because data-size weight
the original decentralized- | . .
model parameters. . 1S not a security trust
data formulation. .
signal.
May discard legitimate
Selects one update with | Provides explicit | minority-domain signals
Krum the minimum distance | Byzantine-tolerance and can be weakened
sum to its n—f—2 nearest | reasoning under a bounded | when non-IID clients are
neighbors. adversary assumption. far from the statistical
center.
Coordinate- | Uses the median for Does not evaluate the
) Reduces the effect of . :
wise each parameter coordinate-level outliers security impact of an
Median coordinate. ' update on IDS behavior.
Removes  coordinate- Depends on the trimming
Trimmed | level extreme values | Can resist boundary noise | ratio and can be evaded
Mean and averages the | in each coordinate. by sophisticated
remainder. poisoning.
Uses multi-signal . . Requlrgs a_protected
scoring, dynamic trust Combines geometric, | calibration buffer, tuned
ZTA- least- r’iVile . atin > | statistical, and contextual | thresholds, and special
FedGuard P ge  satns, IDS-impact checks as a | design if secure
and trusted calibration . .. . .
. security decision. aggregation hides
evidence. T
individual updates.

Compared with traditional robust aggregation, ZT A-FedGuard does not treat aggregation as a

purely statistical operation. Instead, aggregation is treated as a controlled security decision. This

perspective aligns with IDS deployment, where even small model deviations may have significant

operational consequences. It also facilitates integration into security operations center workflows,

because each down-weighting or gating decision can be logged as a security event for analyst review.

4.3 Practical deployment recommendations

A practical ZTA-FedGuard deployment should include three layers of control. The first

layer is technical control over the federated-learning process, including client authentication,
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channel protection, update verification, training-session management, and audit logging. The
second layer is calibration-data control, including trusted-sample selection, buffer protection,
change auditing, and behavioral diversity assurance. The third layer is operational control, including
integration of trust scores into SOC processes, alerting on anomalous clients, and coordination with
incident response.

The aggregation server should maintain a trust ledger for clients. This ledger should store not

only 7y, but also the score components S;%7, 575, and 5,7, gating decisions, and reasons for down-

weighting. Such information helps analysts distinguish among compromised clients, misconfigured
clients, clients affected by concept drift, and clients observing rare but legitimate traffic.

Gating should not be understood as permanent blocking. In IoT environments, legitimate
volatility may temporarily move a client away from the majority. Therefore, policy should support
temporary privilege reduction, requests for additional verification, or transition to enhanced
monitoring. Only when additional operational evidence exists should the system isolate a client or
revoke its right to participate in federated learning.

The communication overhead of ZTA-FedGuard does not require raw data or large
additional artifacts to be transmitted. The main cost is incurred at the server when scoring updates
and evaluating calibration-buffer impact. For small and medium IDS models, this cost is
manageable. For deep models with many parameters, layer sampling, block-wise scoring, or update
embeddings may be required to reduce computational overhead. A deployment that mandates
secure aggregation must not simply enable it as an independent privacy layer, because hiding
individual updates disables direct per-client trust scoring. Such a deployment requires a compatible
verification architecture, for example a TEE-protected scoring enclave, zero-knowledge proof of
bounded update properties, or verifiable computation that proves policy compliance without
exposing full model updates.

4.4 Limitations of the proposed framework

The first limitation is dependence on the quality of the trusted calibration buffer and
statistical calibration constants. If the buffer is too small, class-biased, unrepresentative of new
devices, or poisoned, the loss-impact score may introduce bias. Similarly, the MAD scaling factor
1,4826 is theoretically justified under approximate normality, but IoT update distributions in non-
IID environments can be skewed, heavy-tailed, or multimodal. A robust deployment should
therefore validate the scaling factor empirically, consider domain-specific quantile calibration, and
maintain multiple buffers by device class, network domain, or label-confidence level. This issue is
especially important in IDSs because both benign and attack behaviors evolve over time.

The second limitation is adversarial adaptivity. An adversary that understands the scoring
mechanism may optimize updates to reduce all three score components simultaneously. To address
this risk, the system should vary policies over time, add randomized checks, combine model-layer-
specific tests, and monitor long-term behavioral sequences. Detection of collusion among multiple
clients also requires further study.
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The third limitation is the safety-availability trade-off. Overly strict gating may exclude
honest clients during periods of data volatility, whereas overly permissive gating may accept
malicious updates. ZTA-FedGuard should therefore be viewed as a tunable policy framework rather
than a fixed parameter set applicable to all environments.

5. CONCLUSION AND FUTURE DEVELOPMENT

This paper proposed ZTA-FedGuard, a dynamic trust-weighted federated learning framework
based on Zero Trust principles for IoT intrusion detection under non-I1ID data and poisoning risk. The
framework treats every local update as an access request to the global model and grants influence only
after multi-signal verification. The three scoring components are cosine inconsistency, robust update-
norm deviation, and impact on a trusted calibration buffer. The anomaly score is transformed into
dynamic trust and then used for gating and trust-weighted aggregation.

The key contribution of ZTA-FedGuard is the introduction of no-default-trust and least-privilege
principles into the aggregation layer of federated learning. This approach fits IoT IDS settings, where
clients are both distributed learning sources and potential points of compromise. The work has been
presented as a methodological and theoretical contribution. Future studies can extend the framework
through empirical evaluation across multiple data domains, analysis against adaptive adversaries, and
standardization of operational procedures for international publication and deployment.

Several future research directions are particularly important. First, ZT A-FedGuard should be
extended to deep IDS models and multi-layer architectures. Deep models provide richer
representation capacity, but they also complicate update scoring. Future studies may examine
anomaly scores by layer, attention block, prototype, or hidden representation. Second, concept-drift-
aware continual learning should be integrated. In IoT, normal behavior changes continuously;
therefore, client trust must distinguish legitimate drift from poisoning. A potential solution is to
combine class-wise prototype memory, local drift tests, and conditional trust-recovery policies.
Third, backdoor defense in federated IDSs should be studied in greater depth. Backdoors may not
reduce general performance but may cause misclassification under specific triggers. ZTA-FedGuard
can be extended with trigger-oriented checks, activation analysis, or class-consistency tests. Fourth,
privacy-preserving verification must be treated as a first-class research problem rather than a post-
hoc add-on. Conventional secure aggregation hides individual updates and therefore prevents the
server from computing per-client cosine, norm, and calibration-loss signals directly. Future work
should design ZTA-FedGuard-compatible protocols based on zero-knowledge proofs, verifiable
computation, secure enclaves, or hybrid protocols that disclose only bounded trust evidence while
protecting update contents. Fifth, operational standards for Zero-Trust federated IDSs should be
developed, including procedures for creating calibration buffers, maintaining trust ledgers,
integrating with SIEM/SOAR, handling down-weighted clients, and auditing automated decisions.
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